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A cellular data connection is quite reliable for communicating with Orion since the transport protocol
has an inherent error checking system to ensure accurate end to end transmission. To utilize this type of
connection, you need a data modem like the Microhard IPn4G which has an RS232 port which is
accessible via a TCP connection, a static IP address for the data modem, and a good signal in the
location of your receiver. The following are the steps required to set up this connection.

Extract the Orion Remote Connection toolkit

Unzip the “Orion Remote Connection Toolkit-2.0.zip” in a convenient directory (we recommend
C:\SEI). In this directory you will have the following sub directories.

com(Ocom-2.2.2.0-x64-fre-signed
comOcom-2.2.2.0-1386-fre
comOcom-SEI

Install the com0Ocom driver

Go into the subdirectory of “comOcom-2.2.2.0-x64-fre-signed” if you have a 64 bit machine or
“comOcom-2.2.2.0-1386-fre” if you have a 32 bit machine and run the setup.exe file. Select the defaults
in the following screens.

-
{77 Null-modem emulator (comOcom) Setup lil_‘-z_h]

Welcome to the Null-modem
emulator (comOcom) Setup Wizard

This wizard will guide you through the installation of
Mull-modem emulator {(comOcom).

Itiz recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue.

Mext = ] | Cancel




-

{77 Null-modem emulator (comOcom) Setup

License Agreement 6_-_

Please review the license terms before installing Mull-modem emulator {comlcom). ;;7

Press Page Down to see the rest of the agreement.

(GMU GEMERAL PUBLIC LICEMSE -
Version 2, June 1991 A

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but chanaing it is not allowed.

Preamble
The licenses for most software are designed to take away your freedom to share and -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Mull-modem emulator {comOcom).

Mullsaft Install System w2, 46

[ < Back I[ I Agree ] [ Cancel
A
r -
{1 Mull-modem emulator {comOcom) Setup =
Choose Components Ry
Choose which features of Mull-modem emulator {comQcom) you want to install. 67

Chedk the components you want to install and unchedk the components you don't want to
install. Click Mext to continue.

Select components to install: comicom Description
Position your mouse
Start Menu Shortouts aver a companent Eo
CNCAD <->CNCBO see its description,

Space required: 301.0KB

Mullsoft Install System w2, 46

< Back ][ Mext = ] [ Cancel
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{1 Null-modem emulator (comOcom) Setup =l
Choose Install Location —
Choose the folder in which to install Mull-modem emulator {comQcom). 67

Setup will install Mull-medem emulator {comOcom) in the following folder. To install in a
different folder, didk Browse and select another folder. Click Install to start the installation.

Destination Folder

C:'\Program Files (x8&)comOcom

Space reguired: 301.0KB
Space available: 495.9GB

Mullzaft Inskall Swskem w2, 46

< Back ][ Install ] [ Cancel

When you press install, the system will start extracting and installing files opening two windows as
follows:

{71 Null-modem emulator (comOcom) Setup P ——
Installing R’y
Pleaze wait while Mull-modem emulator {comOcom) is being installed. (;7

Execute: setupc.exe —output C:\Users\Cam‘AppDataiLocal\Tempined 7AEA. tmp install O - -
I T —— |

Extract: setupg.exe... 100% -
Created uninstaller: C:\Program Files {x86) \comOcomuninztall. exe

Execute: setupc.exe --output C:\WsersiCam\AppData'Local {Tempinsy 7464, tmp upd...
Delete file: C:\Jsers\CamiappData'Local\Tempinsy 7464, tmp

Create folder: C:\Jsers\Cam\appData‘iRoaming \Microsoft\Windows\Start Menu'Prog... —
Create shortout: C:\Users\Cam\AppData'\RoamingMicrosoft\Windows\Start Menu'Pr...
Create shortout: C:\Users\Cam\AppData'\RoamingMicrosoft\Windows\Start Menu'Pr...
Create shortout: C:\Users\Cam\AppData'\Roaming\Microsoft\Windows\Start Menu'Pr...
Create shortout: C:\Users\Cam\AppData'\Roaming\Microsoft\Windows\Start Menu'Pr...
Execute: setupc.exe -—output C:\UsersiCamiAppDataiLocal{Tempinsd 7AEA. tmp inst. ..

m

1

Mullsoft Imstall Swstem w2, 46

dext = Cancel

=

< Back




i ' Setup for comOcom ([INSTALL)

CHMCAB PortMame=—
CHCBA PortMHame=—

Eventually it will prompt you as follows.

' 5

+-| Windows Security

Would you like to install this device software?

Mame: Yyacheslav Frolov
Publisher: Steven William Hatchett

|| Don't Install |

Always trust software from "Steven William Install
Hatchett”.

¥ You should only install driver software from publishers you trust. How can I decide which
device software is safe to install?

Select install, and the installation will proceed. It will take a minute or two to complete, then you will
get a completed message as follows.



-

{51 Mull-modem emulator {comOcom) Setup

Installation Complete
Setup was completed successfully,

Completed

Create folder: C:\Users\CamappData\Roaming Microsoft\Windows\sStart Menu'\Prog. ..
Create shortcut: C:\Users\Cam\AppData'RoamingMicrosoft\Windows'Start Menu'Pr...
Create shortcut: C:\Users\Cam\AppData'RoamingMicrosoft\Windows'Start Menu'Pr...
Create shortcut: C:\Users\Cam\AppData'\FoamingMicrosoftiWindows'\Start Menu'Pr. ..
Create shortcut: C:\Users\Cam\AppData'RoamingMicrosoft\Windows'Start Menu'Pr...
Execute: setupc.exe —output C:\Users\Cam\AppDataiLocal\Tempnsw 5435, tmp inst. ..
CMCAQ Portiame =-
CMCEO PortMame =-
Delete file: C:\Users\CamappDataiLocal\Tempinsw 5495, tmp
Completed

m

Finally, press

Select Next to get the following.

{51 Null-modem emulator (comQcom) Setup

Completing the Null-modem
emulator (comOcom) Setup Wizard

Mull-madem emulator (comOcom) has been installed on your
computer.

Click Finish to dose this wizard.

{aunch Setup Command Prompt

Show Readme

Visit comOcom homepage

finish and the program will exit.



After a while a comOcom emulator should appear in the device manager with three components. IT
CAN TAKE A FEW MINUTES for these to install and you should see an active driver installation icon
if you press the up arrow on the task bar or a message might show up automatically at the bottom of
your screen.

When it is finished you should see a device list as follows.

= Device Manager E@g

| Eile | Action View Help

= 5| L)
a2 Cam-HP
:> E Batteries

» |2 Biometric Devices

>--g Bluetooth Radios

4 --"? comlcom - serial port emulators

i ‘l?r' comOcom - bus for serial port pair emulator
"?’ comOcom - serial port emulator

: "? comQcom - serial port emulator

» .M Computer

» -y Disk drives

>--‘,s Display adapters

> -y DVD/CD-ROM drives

>-ﬂ’§ Human Interface Devices

55 Imaging devices

-F Intel WilJSB

s -

=
]

2
o
[=]
o
=
(=%
"

--E! Mice and other pointing devices
‘| Menitors

-mF Network adapters

> - [l Other devices

475 Ports (COM &LLPT)

¢ L.JF USE Serial Port (COMS)

>-n Processors

-& Sound, video and game controllers

s -

=

s

» &z Storage contrellers
/M System devices

- -

- i Universal Serial Bus controllers
g WSD Print Provider




Set up the virtual COM ports
Now, start the comOcom command prompt by pressing the start button and following:
Start/All Programs/comOcom/Setup Command Prompt

You will may get a prompt from the User Access Control before you run the program, but go ahead and
proceed. You will get a black window with the “command>" prompt.

Type “busynames COM?” at the prompt and you will get a list of COM ports that are in use on your
computer. Note a port that is not in use.

Then type list and you should see the virtual com ports that were setup on installation.

Finally, change the name of the CNCAO port to the com port you have available. The following is an
example for COM1,

command> change CNCAO portname=COM1
The whole process should look like this.

i ' Setup for comOcom | =NRCE X

m | »

command> list
CHCAB PortHame=—
CHCBA PortMame=—
command?> change CHCAB portname=COM1
CHCAB PortHName=—
change CHCAB PortHame=COM1
CHCEB PortHame=—

s "in use"

CHCAB PortMame=COM1
CHMCBA PortMame=—
command > _

Now, type quit at the command prompt.

You now have a virtual null modem connection in your computer with two COM ports. One port is a
standard COMx type port that you will connect Orion to. The other is a port called CNCBO that you
will use to connect a program to that will establish a TCP connection through the Internet to your
remote site. Graphically it will look like this.

OrionTool <----> COMx<------ >CNCB0<----->com2tcp program<---->data modem<--->Orion

Now, go into the “comOcom-SEI” directory. Right click on the OrionTCP.bat file and select Edit. A
notepad editor will open up. You will see the following line in the batch file.

start com2tcp \\.\CNCBO0 xX.XX.XX.XX pppp
This will start the com2tcp program, attach it to the virtual CNCBO port and connect it to the IP address



(xx.xx.xx.xx) and port number (pppp) given. Change the IP address to match your static IP for your
data modem. Port 20001 is the default port for the RS232 port on the modem. If you have a different
port number, you may need to change this as well.

This running program will need to stay active while you connect to your remote Orion. You can close it
when you are finished and re-run the batch file before a future session. You can also create several
copies of this batch file with different IP addresses to setup quick access to several different sites.

When the com2tcp program is running, you can now start OrionTool as you normally would. Check
that the OrionTool COM port under options/set options matches the COM port you selected for the
comOcom driver.

Preparing the Data Modem

IPn4G

If you are using an Microhard IPn4G cellular data modem, you will need to make a few changes from
the default for things to work properly.

Carrier Settings

For most carriers, after you obtain a static IP assignment, you need to change the APN to match the
server that will assign the static IP address to you based on your SIM card account. Once done, your
modem will be visible from the outside world at your given IP address. The firewall will now
determine what you have access to.

For the Microhard IPn4G, insert the SIM card and power up the modem. Attach an Ethernet cable
between your PC and the modem. The modem will automatically assign an IP address to your PC and
you should be able to connect to the modem with the browser at the address 192.168.168.1. Login as
user “admin” password “admin”.

Navigate to the menu Carrier/Settings and change the APN from auto to the the assigned name (for
Rogers, ltestaticip.apn). At the bottom of the page, select “submit”.



all Settings - 1PndG Administ x

€ & C # [} 74.198.224.88/cgi-bin/webif/carrier.sh ¥ &2 forre] » =
i3 Apps (] Frequent (] Admin [ Engineering (] Ham Radio [] Misc [ RadioStations [ Clients (] News (] LAN (] Health & CurrentWeather - C.. » [ Other bookmarks

System Network | =[, (& Comport I/O GPS Firewall VPN Tools

Status ELGLTENE Keepalive Traffic Watchdog Dynamic DNS SMS Config SMS DataUsage
Carrier Configuration
Configuration
Carrier status @
Data Roaming
Carriers Auto v
IP-Passthrough
DNS-Passthrough
APN ltestaticip.apn
Technologies Type ALL v
Technolagies Mode Advanced
Primary DNS Address /7
Secondary DNS Address I:l
Static IP Address /1
Authentication
password I—
Submit « Cancel « .

Setting the password
Navigate to System/Access Control and change the password.

Access Control - [PndG Ac %

€« & C f |[)74.198.224.88/cgi-bin/webif/system-acl.sh '5:‘3 (| & » =
Apps [ Frequent (] Admin [J Engineering (] HamRadio (] Misc (] Radio Stations [ Clients (] News [J LAN (] Health @ Current Weather-C... »  [CJ Other bookmarks

System Network Carrier Comport I/0 GPS Firewall VPN Tools

Summary Settings QLUGCEERGNIGVIN Services Maintenance Logout Reboot

Access Control
Password Change

User Name : admin

New Password : I:l (min 5 characters)

|[ Change Passwd |

Confirm Password:

Add User: ( Note: Changes will not take effect until the system is rebooted )

Username : (5-32 characters)

Password (min 5 characters)
Confirm Password
Carrier Hide Submuenu ¥
Comport Hide Submuenu ¥
Firewall Hide Submuenu ¥
GPS Hide Submuenu ¥
/o Hide Submuenu ¥
Network Hide Submuenu ¥
System Hide Submuenu ¥
Tools Hide Submuenu ¥
VPN Hide Submuenu ¥
Add User

i

Users Summary

Mo users defined.

Submit « Cancel «




Adjusting the Firewall

Once the modem has a static IP, the firewall setting will control what connections are permitted. For
Orion, you wan to enable two protocols, ICMP for testing the access to the data modem via a PING
command, and TCP on the 20001 port to allow access to Orion.

For the Microhard IPn4G the rules would look like this.

il Rules - 1PrdG Administrat %\ |

| € = C A [174.198.224.88/cgi-bin/webif/firewall-rules.sh e &2 = =
i Apps [ Frequent (] Admin (] Engineering [ Ham Radio (] Misc (] Radio Stations (] Clients (] Mews (] LAN [ Health @ Current Weather- C.. [ Other bookmarks
— 4 0.1 " "

401

System Network Carrier Comport I/O0 GPS

Status General Port Forwarding MAC-IP List Reset

Firewall Rules

Firewall Rules Configuration

Rute arme

acTion
Source @
Source IPs @ [192.168.0.0 |To  [192168.0.0 ]
Destination @
Destination IPs @ [192.168.0.0 |To  [192.168.0.0 |
o
Protocal
Firewall Rules Summary
Name Action Src Src IP From Src IP To Dest Dest IP From Dest IP To Destination Port Protocol
orion [Accept v |[None v 0.0.0.0 |[255.255.255:255 |[None v |[74.196.224.88  |[74.198.224.88  |[20001 |[Tcp |':‘mm
Bule
Remove
Fing | Accept v |[None v [0.0.0.0 |[265.256.255.255 || Mone v |[74.198.224.88  |[74.198.22488 |0 |[icmp ¥ |R ‘
Bule

Submit « Cancel «




Adjusting the COM Port settings

The COM port settings need to be adjusted to match the speed of the Orion port and be connected to a
TCP server so that a remote connection can be established.

For the Microhard IPn4G modem navigate to Comport/COMO and adjust the Data Baud Rate to
115200. The other default parameters should be ok (8 bits, no parity, 1 stop bit). Change the IP Protocol
Config to “TCP Server”. Finally, change the Incoming Connection Timeout to 600 seconds. The local
Listening port can be left at 20001. Submit these changes.

all Com0 - PndG Administra: X

€« = C fi [)74.198.224.88/cgi-bin/webif/comport.sh 7| &1 & » =

55 Apps (] Freguent (] Admin (] Engineering (] Ham Radio (] Misc (] Radio Stations [ Clients (] News (] LAN (] Health } Current Weather - C... » (] Other bookmarks

- . ot -
micEelard & rems E— O 57

System W

Status e L Coml

Comport Configuration

COMOD Configuration

Com0 Port status

Channel Mode

Data Baud Rate

Data Format

Flow Control

Assert DCD

Pre-Data Delay (ms)

Post-Data Delay (ms) 100

Data Mode ' Seamless '® Transparent

Character Timeout I:l

Maximum Packet Size

Priority ® Normal © Medium ' High

MNo-Connection Data '® Disable © Enable

MODBUS TCP Status '® Disable ' Enable

IP Protocol Config
TCP Configuration

Local Listening port

Incoming Connection Timeout

Submit « Cancel «




Bullet Plus

If you are using an Microhard Bullet Plus cellular data modem, you will need to make a few changes
from the default for things to work properly.

Carrier Settings

For most carriers, after you obtain a static [P assignment, you need to change the APN to match the
server that will assign the static IP address to you based on your SIM card account. Once done, your
modem will be visible from the outside world at your given IP address. The firewall will now
determine what you have access to.

For the Microhard Bullet Plus, insert the SIM card and power up the modem. Attach an Ethernet cable
between your PC and the modem. The modem will automatically assign an IP address to your PC and
you should be able to connect to the modem with the browser at the address 192.168.168.1. Login as
user “admin” password “admin”.

Navigate to the menu Carrier/Settings and change the APN from auto to the the assigned name (for
Rogers, ltestaticip.apn). If you may be taking your modem to a different country/carrier, you might
want to allow roaming as well. At the bottom of the page, select “submit”.

Bl Settings - Bulletplus-GPS . X | +

€ ()| 192.168.2.34/cgi-bin webif/carrier.sh ¢ Q Search ¥ & e 4 O

Carrier Configuration

General

Carrier status @

Connectivity Management @ Aute ~

IP-Passthrough Disable v
MTU Size{500~1500/Blank) @

SIM Selection Dual SIM Cards  ~

Dual Cards Management

primary slot @ SIM Card-1

SIM Card-1 (Bottom slot) Settings

SIM Number(ICCID) @

Data Roaming nable
Carrier Operator

Technologies Mode uTo

APN ltestaticip.apn
Oadvanced+

Cvetwork+

SIM Card-2 (Top slot) Settings




Setting the admin password
Navigate to Admin/Users page and change the admin password.

Ll Users - Bulleplus-GPS Ad... X 4+

e

€ (D 192.168.2.34/cgi-bin/webif/system-aclsh @ Qsearch ¥ 4 "B 9 480

System | Network | Carrier | Wireless | Firewall | VPN | Router

[LT28) Authentication NMS SNMP Discovery Logout
Access Control
Password Change ( It will take effect inmediately after press "change passwd” button )

User Name : admin
New Password : (min 5 characters)

Confirm Password: Change Passwd

|

Add User ( It will take effect immediately after press "Add User” button )

Username : l:l (5-32 characters)

Password l:l (5-32 characters)

Confirm Password l:l

User Type @ [Jend Customer Only

System

Network |
Carrier 1
Wireless

Firewall

VeN '
Router

Serial

o

&Ps 1




Adjusting the Firewall

Once the modem has a static IP, the firewall setting will control what connections are permitted. For
Orion, you wan to enable two protocols, ICMP for testing the access to the data modem via a PING
command, and TCP on the 20001 port to allow access to Orion.

For the Microhard Bullet Plus the rules would look like this. For the destination address range, use the
static IP provided by your carrier rather than the one shown.

- o0 X
il Rules - Bulletplus-GPS Ad... >+

€ | (| 192.168.2.34/cqi- bin fwebif/frewall-rules.sh ¢ Q Search + A 0B QO 48

System | Network | Carrier | Wireless | Firewall | VPN | Router
Summary General Port Forwarding MAC-IP List Firewall Default

Firewall Rules
Firewall Rules Configuration

Rule Name rulel
ACTION Accept
Source @ None v
Source 1Ps @ @1wrange O Subnet/ prefix
0.0.0.0 To
Destination @ None v
Destination 1Ps @ @1wrange O Subnet/ prefix
000 To
Destination Port @
Protocol TCP  ~
Add Rule

Firewall Rules Summary

Dest.
Name Action Src SrcIPFrom  SrcIPTo /PrefixDest DestIP From Dest IP To /Prefix Protocol
Port

ping [Accept | Carrier v]o.0.00 [255.255.255.25] | [tione v|io2168.2.34 [1e2.168.23¢ | | [0 [1cmp e
orion Accapt | Carrier ~[p.0.0.0 [255.255.255.25] | [Hone v|h92.168.234 [192.168.23¢ | | oom1 [[Tep v]m




Adjusting the Serial Port settings

The Serial port settings need to be adjusted to match the speed of the Orion port and be connected to a
TCP server so that a remote connection can be established.

For the Microhard Bullet Plus modem, navigate to Serial/Settings page and set the Port status to “data.”
Adjust the Data Baud Rate to 115200. The other default parameters should be ok (8 bits, no parity, 1
stop bit). Change the IP Protocol Config to “TCP Server”. Finally, change the Incoming Connection
Timeout to 600 seconds. The local Listening port can be left at 20001. Also change the maximum
packet size to 1024. Submit these changes.

- 0o X
oIl Settings - Bulletplus-GPS... X 4

€ 0 192.168.2.34/cgi-bin/webif/comport-com2.sh @ Q Search ¥+ # ﬁ =] 4 -]

System | Network | Carrier | Wireless | Firewall | VPN | Router | Serial | I/0 | GPS | Apps | Diag | Admin

RN Settings
Serial Port Configuration
Port Configuration

Port status

Data Baud Rate

Data Format

Data Mode Seamless ® Transparent
Character Timeout

Maximum Packet Size 1024

No-Connection Data O pisable ® Enable
MODBUS TCP Status ® pisable O Enable

IP Protocol Config TCP Server

TCP Configuration

Server Mode @® Monitor O Polling
Polling Timeout (seconds)

Local Listening port

Incoming Connection

Timeout{seconds)

Submit « Cancel «




Testing the connection

You should now be able to ping your data modem. at the command prompt on your PC, you should be
able to see replies from the modem as follows.

r .|

B C\Windows\system32\cmd.exe " » ‘ R O | E i

Microsoft Windows [Uersion 6.1.76611
Copyright <c)» 2807 Microsoft Corporation. All rights reserved.

C:xUsers~Cam>ping 74.198.224_838

Pinging 74_.198_.224_88 with 32 bytes of data:

Reply from 74_.198_224_88: bhytes=32 time=65Zms TTL=51
Reply from 74.198.224_.88:- bytes=32 time=75msz TTL=51
Reply from 74.198_224_88: bytes=32 time=68msz TTL=G1
Reply from 74.198.224_.88:- bytes=32 time=76msz TTL=51

Ping statistics for 74.198.224_88:

Packets: Sent = 4, Received = 4, Lost = 8 (B¢ loss).
Approximate round trip times in milli—seconds:

Minimum = 68Bms, Maximum = 652ms, Average = 217m=

C:xUsers-Cam>

Start the comOcom driver to open the TCP connection through the Internet to from your computer to
the modem. To do this, go into the “C:\SEI\comOcom-SEI” directory or wherever you unzipped your
files. Double click on the OrionTCP.bat file you modified earlier. At this point, the TCP connection
should be open.

Now, open up OrionTool, and set the COM port to match the one you assigned with the comOcom
driver.

@ Crion Tool Parameters &]1
Com Port B
Baud Rate | 115200 B
MMC Drive | H B
Data Folder CASENOrionTooly | I

Raw File Bxtension| hex
Text File Bxtension td

Log File Extension| log

Now you should be able to access the Orion with Configure Orion, Manage Memory, Open Serial Port,



etc. as you normally would.
When you are finished with OrionTool, make sure you close the com2tcp window as well.

If you have multiple sites, you can create multiple versions of the OrionTCP.bat file using different
extensions to the name such as “OrionTCP-Sitel.bat” and modifying each one with the IP address of
each site. Then, all you need to do is open the batch file that corresponds to the site you want to access.

For convenience, you might want to place links to your OtionTCP.bat files on your desktop.
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